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Telegram Anti-Phishing Admin Bot 

Configuration Instructions 

 
   
 

Telegram Anti-Phishing Admin Bot allows automatic monitoring of Telegram 
group members and banning members impersonating group administrators. 

Below you will find the detailed steps to setup your own bot for public use. 

Please note that Administrators and Users with Administration privileges are 
excluded from all rules. No bot settings or rules will apply to them. 

Type “help” at any moment in the bot chat window to display the tutorial link. 
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 Accessing the configuration menu 
Once you have finished deploying up your bot as explained in our Setup Guide, please go to your 
channel and open the Members list.  

 

 

Click on your bot in the Members list and Send A Message to it.  
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Once you have started a chat with the bot type “menu” to bring up the Configuration Menu and click on 
the button to enter specific settings.  
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 Fake Admin Phishing 
This option is for setting up conditions and command to run if a user is impersonating an administrator 
on your channel. This Feature is Enabled by Default. 

To gain access to these settings Open the menu and click on “Fake Admin Phishing”. Once the buttons is 
clicked a submenu will open. From this menu you can Enable or Disable this feature and you can select 
the behavior of the bot in case of detection. 

 

To Enable or Disable this option click on the Enable/Disable button. Once clicked the current settings will 
be displayed, as well as an additional menu to change the settings or return to the previous menu. 
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To Change the way Telegram Anti-Phishing Admin Bot behaves on detection click on the Button on the 
Right side (Default: “Ban User”). Once clicked the current settings will be displayed, as well as an 
additional menu to change the settings or return to the previous menu. 
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 Check for Banned Words 
This option is for setting up conditions and command to run if a user is writing banned words inside your 
group channel. This Feature is Disabled by Default 

To gain access to these settings Open the menu and click on “Check for Banned Words”. Once the 
buttons is clicked a submenu will open. From this menu you can Enable or Disable this feature and you 
can select the behavior of the bot in case of detection. 

 

To Enable or Disable this option click on the Enable/Disable button. Once clicked the current settings will 
be displayed, as well as an additional menu to change the settings or return to the previous menu. 
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To set the bot to ban a user if a bad word is detected, click on the “Ban User” button. Once clicked the 
current settings will be displayed, as well as an additional menu to change the settings or return to the 
previous menu. 

 

To set the bot to remove the detected bad word click on the “Remove Message” button. Once clicked the 
current settings will be displayed, as well as an additional menu to change the settings or return to the 
previous menu. 
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 Set Banned Words 
This option is for setting up bad words and phrases that will be detected by the Telegram Anti-Phishing 
Admin Bot. 

To gain access to these settings Open the menu and click on “Set Banned Words“. Once the buttons is 
clicked a submenu will open. From this menu you can Add or Remove words and phrases. 

 

To add banned words or custom phrases click the “Add Word/Phrase” button. Once clicked the current 
words/phrases will be displayed and you will be prompted to enter new words or phrases. 
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You can use single words, sentences or custom phrases with the Telegram Anti-Phishing Admin Bot. If 
you want to disable users linking other websites or telegram groups you can set up a custom phrase by 
adding “domain.com/” to the filter. (e.g. t.me/ - would disable users linking any telegram group links). 

  

To remove banned words or custom phrases click the “Remove Word/Phrase” button. Once clicked the 
current words/phrases will be displayed and you will be prompted to enter the words/phrases you want 
removed. 

 

Once you enter the words/phrases you want to remove the updated list will be displayed for you. 
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 Check for Wallet / Key 
This option is for setting up conditions and command to run if a user enters a crypto wallet address or 
private key inside your group channel. This Feature is Enabled by Default. 

To gain access to these settings Open the menu and click on “Check for Wallet/Key“. From this menu 
you can Enable or Disable this feature and you can select the behavior of the bot in case of detection. 

 

To Enable or Disable this option click on the Enable/Disable button. Once clicked the current settings will 
be displayed, as well as an additional menu to change the settings or return to the previous menu. 
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To set the bot to ban a user if he/she links a Wallet/Key, click on the “Ban User” button. Once clicked the 
current settings will be displayed, as well as an additional menu to change the settings or return to the 
previous menu. 

 

To set the bot to remove the linked Wallet/Key click on the “Remove Message” button. Once clicked the 
current settings will be displayed, as well as an additional menu to change the settings or return to the 
previous menu. 
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 Check for URLs 
This option is for setting up conditions and command to run if a user posts any website link inside your 
group channel. This Feature is Disabled by Default. 

To gain access to these settings Open the menu and click on “Check for URLs“. From this menu you can 
Enable or Disable this feature and you can select the behavior of the bot in case of detection. 

 

To Enable or Disable this option click on the Enable/Disable button. Once clicked the current settings will 
be displayed, as well as an additional menu to change the settings or return to the previous menu. 
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To set the bot to ban a user if he/she posts a URL, click on the “Ban User” button. Once clicked the 
current settings will be displayed, as well as an additional menu to change the settings or return to the 
previous menu. 

 

To set the bot to remove the URL click on the “Remove Message” button. Once clicked the current 
settings will be displayed, as well as an additional menu to change the settings or return to the previous 
menu. 
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 Check for Images 
This option is for setting up conditions and command to run if a user posts an image inside your group 
channel. This Feature is Disabled by Default. 

To gain access to these settings Open the menu and click on “Check for Images“. From this menu you 
can Enable or Disable this feature and you can select the behavior of the bot in case of detection. 

 

To Enable or Disable this option click on the Enable/Disable button. Once clicked the current settings will 
be displayed, as well as an additional menu to change the settings or return to the previous menu. 
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To set the bot to ban a user if he/she posts an image, click on the “Ban User” button. Once clicked the 
current settings will be displayed, as well as an additional menu to change the settings or return to the 
previous menu. 

 

To set the bot to remove the Image click on the “Remove Message” button. Once clicked the current 
settings will be displayed, as well as an additional menu to change the settings or return to the previous 
menu. 
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 Check for Audio 
This option is for setting up conditions and command to run if a user posts an audio clip inside your 
group channel. This Feature is Disabled by Default. 

To gain access to these settings Open the menu and click on “Check for Audio“. From this menu you can 
Enable or Disable this feature and you can select the behavior of the bot in case of detection. 

 

To Enable or Disable this option click on the Enable/Disable button. Once clicked the current settings will 
be displayed, as well as an additional menu to change the settings or return to the previous menu. 
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To set the bot to ban a user if he/she posts an audio clip, click on the “Ban User” button. Once clicked the 
current settings will be displayed, as well as an additional menu to change the settings or return to the 
previous menu. 

 

To set the bot to remove the audio clip click on the “Remove Message” button. Once clicked the current 
settings will be displayed, as well as an additional menu to change the settings or return to the previous 
menu. 
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 Check for Video 
This option is for setting up conditions and command to run if a user posts a video inside your group 
channel. This Feature is Disabled by Default. 

To gain access to these settings Open the menu and click on “Check for Video“. From this menu you can 
Enable or Disable this feature and you can select the behavior of the bot in case of detection. 

 

To Enable or Disable this option click on the Enable/Disable button. Once clicked the current settings will 
be displayed, as well as an additional menu to change the settings or return to the previous menu. 
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To set the bot to ban a user if he/she posts a video, click on the “Ban User” button. Once clicked the 
current settings will be displayed, as well as an additional menu to change the settings or return to the 
previous menu. 

 

To set the bot to remove the video click on the “Remove Message” button. Once clicked the current 
settings will be displayed, as well as an additional menu to change the settings or return to the previous 
menu. 
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 Set Reply Messages 
This option is for setting up Telegram Bot reply messages. These messages will be shown to users in case 
of any action taken. 

To gain access to these settings Open the menu and click on “Set Reply Messages“. From this menu you 
can edit every message that the bot sends to the chat room. 

 

To change the displayed message, click on the desired field. Once clicked the current message will be 
displayed and you will be prompted to enter the new message. 
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 Warn Before Ban option details 
This option allows you to set the number of warnings a user will get before he/she gets banned from the 
Telegram group. 

 

In the example below, we set the bot for one warning before ban. Here is the result: 
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